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Navigation in CoPHR/CIIS

Individual Health Care Provider Site

Colorado's Integrated Public Heath Reporting portal (CoPHR) allows Colorado's health care
community to register intent for Meaningful Use for the following public health programs: Cancer
Registry Reporting, Electronic Lab Reporting, Immunization Reporting, and Syndromic Surveillance
Reporting. This guide describes how to navigate the CIIS Resource Center (CRC) within CoPHR.
This guide does not address the other public health programs.

CoPHR is the primary portal for all public health reporting in Colorado. Within CoPHR there is an
immunization-specific sub-portal called the CIIS Resource Center (CRC). The CRC is a self-service
system that allows you to do a number of tasks once enrollment is complete, including:

e Submit new user account requests.

e Access training information and resources.

e Provides access to electronic data exchange guidelines and CIIS messaging specifications.

e Test Health Level 7 (HL7) messages generated from your EHR against CIIS specifications for
formatting accuracy (HL7 validation).

e Register your intent and receive assistance with Meaningful Use attestation for the
immunization registry reporting objective.

e Submit online support tickets to the CIIS Help Desk for assistance.
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Enterlng the CIIS Resource Center (CRO)

This document picks up where the Individual Site Enrollment guidance docmuent left off. Please login to

your CoPHR account on the CoPHR website (www.cophr.com).

1. From the main CoPHR portal, click on Open CIIS Resource Center in the CIIS Resource Center widget.

NOTE: This guidance document is for steps in the Immunization sub-module (CIIS Resource Center) only.
In order to get further guidance on the registries for Cancer, Syndromic Surveillance, or Electronic Lab
Reporting, please see the contact information on the right-hand side of the webpage.

Colorado Department of Public Health and Environment

P -

Facility Information My Profile

Test Cinic Name Test Person

DBA: Phone: (111) 111 1111
123 Aczd Email: TPL@test.com

Denver, CO 30222
DENVER

Phone: (111) 111 1111
Faciity Type: Pediatrics

Facility NP

[ ———————— =T e

CIIS Resource Center 7% ||Cancer Registry S | syndromic Surveillancel3
Open ClIS Resource Center » | Open Cancer Registry Resources ) | | I, Syndromic Resources ‘

Colorado Public Health Reporting (CoPHR) &%

Current Status: Not Envalies ()

Click the link above o open the CIS

ce Center Page, whers vou can
BNGEE USETS, view Training resources,
e your 813 exchange profile, and

r intent for immunizaton
meaningful use reporting

Current Status: Not Envolizd ()

Click the link above to open the Cancer
Registry Resources Page, where you
can manage users and attesting cancer
physicians, and register e for
cancer mesningful use repommng

Mo jurisdictions zre accepting
syndromic surveillance from Eligiole
Providers nor from Eligible Hospitals
outsidz of Tri-County 2nd Denver

can download a current
J ing this for their
documentation here

|/COLORADO

Department of Public
Health & Environment

Immunizations Contacts

\m munizations

cdohe_cancer_mu@state.co.us
Electronic Lab Reporting

Electronic
Andrey

Ansre e

Syndronic Surviellance:

Syndromic Surviellance
Andrew Horvath

Andrew Horv
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2. The CIIS Resource Center main page opens and you will see six widgets.

CIIS Resource Center

rwwn
L Manage Users

Facility Information

Test Clinic

DBA:

12345 Road,

Denver, CO 80222

DENVER

Phone: (000} 000 0000 Extn. 0
Facility Type: Hospital

Facility NPI:

Training Resources

Colorado Immunization Information System [CIS)

Data Exchange Meaningful Use

Electronic Health Record Information

EHR Product:
EHR Version:
CEHRTE:

‘ Test.Person

ClIS Help Desk

My Profile

Test Person

Phone: (000) 000 0000 Extn. O
Email: TP2@test.com

Get Started . ..

=

Usage Agreements
Complete & Submit required forms.
Submit Mew Clinic (LOA)
@ cus administrator Form

2

Users & Contacts

Add contacts and users that will need to
have access to this site and the 1I5.

&/ Primary Immunization Contact

o Technical Contact for Data Exchange
' 1-Users Added

Add/Edit Immunization Providers

Click below to complete taszks to finish setting up v

C| ’
Help Desk

Submit a Support Ticket
View Ticket Status

Reguest ClIS User Account

bE)

Data Exchange

Create the Dats Exchange Profile for this
clinic and begin HL7 Message
Validation.
o Profile is not Complete. 2
Pre-Testing (HL7 MSG validation)
o Pre-Production Testing
G View Interface Project
o Ongoing Submissions

our clinic's account

gl

Training Resources

View Training Calendar

4R
Meaningful Use

Immunization
Reporting

egister your Intent to submit cngoing
submissions for MU.

‘ Download MU Report Card

Note: Each section on the Main Screen will be called a widget in the remainder of this guidance
document. The chart below describes what the icons stand for:

v Step Completed and approved ( if applicable)

@

Step Not Completed

Step In Process - May Need Approval
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3.

If at any time you get lost within the portal or redirected back to the main CoPHR page, you can
navigate back to the Immunizations sub-module by clicking Immunization Reporting in the dark blue
bar at the top.

Colorado Department of Public Health and Environment

Colorado Public Health Reporting (CoPHR)

Main Immunization Reporting  Cancer Reporting  Meaningful Use

Colorado Immunization Information System (CI1S)

CIIS Resource Center

L Test .Person

E Manage Usars Training Resources Data Exchange heaningful Use ClIS Help Desk

Widget Navigation

This section describes how to navigate the following:

Note:

Usage Agreements

Help Desk

Training Resources

Users & Contacts

Data Exchange

Meaningful Use Immunization Reporting

All sites should complete the information within the Usage Agreement widget and setup users under the
Users & Contacts widget.

Sites interested in developing an immunization interface should complete pre-testing or have their EHR
vendor complete pre-testing for them using the HL7 testing tool under the Data Exchange Widget.

Sites participating in the Meaningful Use incentive program can register their intent to submit ongoing
submissions under the Meaningful Use Immunization Reporting widget and print the Meaningful Use
Report Card for attestation.

Usage Agreements Widget
This section describes how to submit a site Letter of Agreement (LOA) and sign the CIIS Administrator Form.

Signing the Site LOA

1.

Click on the Submit New Clinic (LOA) link under the Usage Agreements Widget.

August 2018
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Get Started . . . cick b

|

Usage Agreements
complets & Ssubmit reg

Submit Mew Clinic [LOA)

Training Resources

Vigw Training Calenzar

red forms.

2. Review the Colorado Immunization Information System Participating Clinic Letter of Agreement.
Check the box next to | agree to the above terms and conditions as set forth by the Public Health

Agency. Click Submit.

i+ |COLORADO

';, ~ 7 | Department of Public
SR> Health & Environment

Dedicated to protecting and improving the health and environment of the people of Colorado

Caolorado Public Health Reporting (CoPHR)
Participating Clinic Letter of Agreement
Date: 02/23/2018
Clinic Nare: INEE—
Address: SEEG_G——
City: EENEEE State: CO Zip Code: IS S

By: Participating Clinic Representative Printed Name Date:
02/23/2018

By: Participating Clinic Representative
| agree to the above terms and conditions as set forth by the Public Health Agency.

By: Heather Roth, MA
Colorado Puklic Health Reporting [CoPHR] Program MWanager

Augusaoid

SUBMIT | ‘ FRINT | | CLOSE
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3. A box confirming that your LOA was submitted successfully will be displayed. Click Close.

Clinic Lettar of Agreement [LOA) was submitted successfully!

CLOSE

4. Under Usage Agreements it will display that your site’s LOA is in process. Once the LOA has been
approved by the CIIS Program Manager the icon will change; displaying that it has been approved.

V.«‘ - LOA waiting for approval \;‘

Usage Agreements Usage Agreements

Complete & Submit required forms. Complete & Submit required forms.
Submit MNew Clinic (LOA) LOA approved Submit MNew Clinic (LOA)
A Clinic LOA - 04/17/2015 D o => &/ Clinic LOA - 04/17/2015
@ CIS Admininstrator Form 0 ClIS Admininstrator Form

5. To view or print your approved CIIS Letter of Agreement click on the blue link.

_*::'_!
Usage Agreements
Complete & Submit required forms.
Submit Mew Clinic (LOA)

& Clinic LOA - 04/17/2015

@ clis Admininstrator Form
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Completing the CIIS Administrator Form
1. Click on the CIIS Administrator Form link under the Usage Agreements Widget.

5]

Get Started . ..

|

Usage Agreements
Complete & Submit required forms.
Submit New Clinic (LOA]

Help Desk

Submit a Support Tickst

Wigw Tickst ¥

Reguest ClIZ Usser Account

i

Training Resources

View Training Czlendar

0 ClIE Administrator Ferm

2. Review and complete the Colorado Immunization Information System (CIIS) Clinic Administrator
Form.
a. Required question: The best way to contact you. Select phone or email.
b. Required question: Are you replacing the previous CIIS Administrator? Select yes or no.
c. Click on the box next to: | agree to the above terms and conditions as set forth by the Public
Health Agency.
d. Click Submit.

COLORADO IMMUNIZATION INFORMATION SYSTEM (CIIS) CLINIC ADMINISTRATOR FORM

Date: 02/23/2018

CLINIC INFORMATION

*Clinic Name:

*Clinic Strest Address (includs Suite #)

*City, State and Zip Code

*Clinic Phone Nurmber

*Clinic Fax Number

*Clinic County

Website Address (if apelicable]

CIS CLINIC ADMINISTRATOR INFORMATION  gliice »2rs to 2ot tnis miormarion
0I5 Clinic Administrator Name

*Employee Type

*Clinic Admin Direct Phone Number

Clinic Admin Direct Fax Number

*Clinic Admin Emal Address

Hours available

*What Is the best way to contact you? @ #hems ) Emz
*are you replacing the previous CIS Clinic Administrator for your office? = vaz ® ng

*CIIS Clinic Administrator Responsibilities Agreement

* ClIS Clinic Administrator Signature
# lagree to the above terms and conditions as set forth by the Public Health Agency.
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6. A box confirming that your CIIS Administrator Form was submitted successfully will be displayed.
Click Close.

COLORADD IMMUMIZATION INFORMATION SYSTEM (CIIS) CLINIC ADMINISTRATOR FORM was submitted successfully

CLOSE

7. Under Usage Agreements it will display that your CIIS Administrator Form has been completed.

|
Usage Agreements

Complete & Submit required forms.
Submit Mew Clinic (LOA)
&/ Clinic LOA - 04/17/2015
o/ ClI5 Admininstrator Form <«

ClIS Administrator Form

has been completed

9 August 2018
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Help Desk Widget

10

1. Click on the Help Desk link on the blue bar or on the Help Desk Widget.
2. Detailed instructions for using the Help Desk Widget are in a separate document that can be accessed
by clicking on the Create Support Ticket link, under Guidance Documents, on the right.

Colorado Department of Public Health and Environment

Colorado Public Health Reporting (CoPHR)

Main  Immurnization Reporting ~ Syndrg

Calorada Immunization Information System (CIIS}

CIIS Resource Center

T
Y Manseeuses

Facility Information
Test Clinic

hone: (000} 000 0000 Exin. 0
Facility Type: Hospital
Fazility NP

c Survelliance Reporting ~ Elects

Training Resources

Data Exchange

Electronic Health Record Information

EHR Product:
EHR Version:
CEHRT#:

Mezningful Use

ic Lab Reporting  Meaningful Use

‘ Test.Person

ClIS Help Desk

My Profile

Test Person

Phane: (000} 000 0000 Extn. O
Email: TP2@test.cam

Get Started . ..

A

Usage Agreements
Complete & Submit required forms.
Submit New Clinic (LOA)

@ ciis Administrator Form

2

Users & Contacts
Add contacts and users that will need to
have zccess to this site and the 115,
«/ Brimary Immunizztion Contact
(@) Technical Contact for Dats Exchange

+ 1-Users Added

Add fEdit Immunization

Click below to complets tasks to fin

~
J
Help Desk

submit a Support Ticket

DED

Data Exchange

Create the Data Exchange Profile for this
clinic and begin HL7 Message
Validation.

@ erofile is not Complete
Pre-Testing [HL7 MSG Validation)
@ Pre-Production Testing

7 view Interface Project

@ ongoing susmissions

sh setting up v

our clinic's @

v

Training Resources

View Training Calendar

77
( d-@
Meaningful Use
Immunization
Reporting
Register your Intent to submit engaing

submissions for MU.

| Download MU Repart card

COLORADO
Department of Public
Health & Environment

Imm General Information - Internal

Additional CIIS Information

Guidance Documents
HL? Ing Sit

ol -
HLT T EHR Vendar
Cresate Support Ticket

Administrator Forms
ClIS Adminstrator Change Farm

CIIS Policies
Confidentiality & Ogt Out Policy

CIIS Notification Materials

QIS Forms

Opt-Out Forms
clis Op orm - English

CIIs Dpt-Out Form - Vietnamese

Rescind Opt-Out Form
ClIS Rescind Opt-Out Form - English
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Training Resources Widget
This section describes how to access training resources offered by ClI

Accessing CIIS Training Resources
1. Click on the Training Resources link on the blue bar or on

Widget.

Colorado Department of Public Health and Environment

Colorado Public Health Reporting (CoPHR

Main  Immunization Reporting  Syndromic Survelliance Reporting  Electronic Lab Reporting ~ Meaningful Use

S.

the icon in the Training Resources

COLORADO

Department of Public
Health & Environment

W4

Colorado Immunization Information System (CIIS)

CIIS Resource Center

Facility Information
Test Clinic

Mezningful Use

Electronic Health Record Information

EHR Product:
EHR Version
CEHRTZ
DENVER

Phone: (000} 000 000D Extn. O

Facility Type: Hospital

Facility NPI:

Imm General Information - Internal

1 Test.Person

ClIS Help Liask

My Profle Additional CIIS Information
Test ez CIIs Staff Information

www.coloradoiis.com

Phone: (000} 000 6000 Exin. O
Email: TR2@test.com

Guidance Documents

Get Sta rted . Click belaw to complete tasks to finish setting up your clinic's accaunt
\ - ‘ Z |
— Administrator Forms
A “’ CII§ Adminstrator Change Farm
Usage Agreements Training Resources ClIS Policies

Help Desk

Complete & Submit reguired forms

DEN

Data Exchange
Create the Data Exchange Profile for this
clinic and begin HL7 Message
Vvalidation
@ Profile is not Complete
Pre-Testing (HL7 MSG Validation)

@ pre-Production Testing

View Interfas

roject

@ onging submissions

View Training Calendar Confidentiality & Opt Out Palicy

CIIS Notification Materials
€lIs Notification Paster

CliS FAQ - Vietnamese

Opt-Out Forms

nglish

(’J-R)
Meaningful Use
Immunization
Reporting

Register your Intent to submit ongoing

submissions for MU.

| Download My Repart Card

CIIS Rescind Opt-0ut Form - English

2. The Training Resources widget provides links and information regrading CIIS Training Webinars
(when available), CIIS Video Library, and CIIS Online Training Courses. This page provides
detailed descriptions on CIIS REQUIRED trainings and how to register for an online course.

August 2018
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Users & Contacts Widget
This section describes how to setup staff who need user accounts within the CIIS Resource Center. In

addition, users will have access to requesting an account for CIIS.

Add New User

Click on the Manage Users link on the blue bar or on the icon ‘.1 in the Users & Contacts Widget to add a
user (non-provider). Once opened, the widget displays information on each type of user. NOTE: To add a
provider, see the next section.

1.

Colorado Department of Public Health and Environment

Colorado Public Health Reporting (CoPHR)

C OLOR A D O
artment of
Hmuh!’h\vl o\m ent

Main  Immunization Reporting  Syndromic Survelliance Reporting  Electronic Lab Reporting  Meaningful Use

Colorado Immunization Information System (IS}

ClIS Resource Center

Imm General Information - Internal

ClIS Help Desk

Facility Information Electronic Health Record Information My Profile

Test Clinic Test Perzon
Phone: (000) 000 0000 Extn. O

EHR Proguct
12345 Road EHR Version. Email: TP2@test.com
Danver, CO 80222 CEHRT#:

/ER
Shane: (000] 000 0000 Exin. 0
Facility Type: Hospitsl

Facility NPI

Get Started . . . Click below o co

\ -
= J
Help Desk

submit s Support Ticket

mplete tasks to finish setting up your clinic's account

€IS Adminstrator Change Form
Training Resources

View Training Calendar

CIIS Policies

Usage Agreements
Confidentiality & Opt Out Policy

Complete & Submit required forms.
Submit New Clinic (LOA)
@ cus Administrator Form

) §

Users & Contacts
Add contacts and users that will need to
site and the IIS.

have access to

View Ticket Status

Request C/IS User Account

3 7

DEN [ d'ip
Meaningful Use

Create the Data Exchange Profile for this |m mu nlzahon

clinic and begin HLT Message

Data Exchange

CIIS Notification Materials
ClIS Notification Poster
ClIS FAQ - English
IS FAQ - Sganish
ClIS FAQ - Arabic
ClIS FAQ - Vietnamese

Vslistion Reporting
@ rofile is not Complete
Pre-Testing (HL7 MSG Validation)

&/ Primary Immunization Contact Opt-Out Forms
lish

(@) Technical Contact for Dats Exchange

Register your Intent to submit ongoing
submissions for MU

W 1-Users Added

e Pre-Prosuction Testing { Dewnload MU Report Card

. ese

~

&/ View Interface Project

Add/Edit Immunization Providers

Rescind Opt-Out Form
CIIS Rescind Opt-Out Form - English

1@ ongoing submissions

a. Primary Contact - Individuals that CIIS staff would contact for any issues concerning your site
(i.e., CIIS implementation paperwork, CIIS record reconciliation, etc.).
Note: Primary Contacts can add or edit users at any time.

b. IS Users- Individuals that do not fall into the category of Primary Contacts or Technical Contacts
who will access CIIS and be general CIIS users.

c. Technical Contacts - Individuals that will be responsible for data exchange and data validation at
your clinic.

d. Other Contacts.

August 2018
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2. Click the Add New User at the bottom of the screen.

Main  Immunization Reporting

Colarado Irnmunization Information Systerm (CIIS)

CIIS Resource Center

E Manage Lsers Training Resources Dats Enchange Meaningful Use CIIS Help Desk ; Test Ferson

Facility Information Electronic Health Record Info
Test Chimic Marme Allkdeds Inc

T eae SR pisas HER To add users click the tab
Cenver, CO 30222 CEHRTH:
DENVER

that appropriately fits their

Fhone: {111} 1111111
Ezsility Type: Pedistrics
Facility NPI:

Users ‘ Contacts ¥ v (€9

Manage Primary Contacts Manage |15 Users

User Management

As the ClIS Administrator for your practice, you are responsible for managing contacts at your site
that need access to the CIIS Resource Center. The primary contact(s) are individuals that CDPHE staff
would contact for any issues concerning your site (i.e., implementation paperwork guestions, record
reconciliation, etc.). As the primary contact for your site you can add or removwve users at any time by
clicking the appropriate tab above

MNext Steps:

* |dentify employees at your site that will be primary contacts.

* Setup each employee by clicking the Add New User bution below and completing the add
Mew User online form (an email will be sent to the employee once the account is setup).
Mote: The enrolling user must provide the User PIM, listed in the email, when enrolling.

« For immunization: If the new user is not a current CIIS User and will be reguesting a CIIS logon,
direct them to the CIIS Training Center for required training(s).

™~ +

< Primary Contacts

# Re-Notify Name QIS UseriD Email Address Phone User PIN Edit x
- Test Perzon TPl@tast.com (111) 111 1311 3FA3G Edit x

3. On the Add New CIIS User screen complete all fields, including selecting what type of user they will
be (i.e., Main Contact/Site Admin, Technical Contact, or General User). Select if they are a VFC
contact. Be sure to check the boxes for each public health reporting program that the contact is

affiliated with. Click Save.
Note: All Fields with an * notation are required fields.

Note: As you fill in information, more questions may display depending on your answers.

August 2018

Navigation — Individual Site



COLORADO

Department of Public
| Health & Environment

14

Add New CIIS User

First Name* Last Name* MI
New Uszer
Work Email* Work Phone* ClIS UserlD
Test@email.com 000 Qo0 0000 Extn| O
Is Main Contact/Site Admin Is Technical Contact Is General User
r
Is Data Validation Contact Other User
r
Primary VFC Contact Backup VFC Contact
r

*Person is Contact for the following:
¢ cus {Immunizations) #l ccer (Cancer) Syndromic Surveillance Electronic Labs
*Is this person the Meaningful Use Contact for Immunization Reporting?

Yes MNo

*|s this person the Meaningful Use Contact for Cancer Reporting? Yas Mo

Save | | Cancel

4. A New User has been Successfully Added message is displayed to verify that the user has been setup
correctly. The User will receive an email with information on completing their User Enrollment and
the Primary Contact will receive a notification email. Click Close.

Colorado Department of Public Health and Environment

Colorado Public Health Reporting (CoPHR)

hzim Immunization Reporting  Cancer Reporting  Meaningful Use

& New User has been Successfully Added X

User New User has been successfully added/updated.

A notification along with instructions on how to register with the CIIS Resource Center has been sent to New
ser. You have been copied on the notification.

f you have any questions, please contact the.

CIIS Help Desk

Phone: 303-892-2437 (option 2)

Toll Free: 1-828-611-9915 [option 1)

Fax: 303-758-3540

Email: cdphe.ciiz @state.co.us

oo |

August 2018
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5. You will be directed back to the Users & Contacts screen and the new user will be listed under the
user section at the bottom.

o ..

<" Primary Contacts

#| Re-Notify Name Clis UserlD Email Address Phone User PIN Edit x
1 »> New User MU Et=st.com (59%) 995 5953 BRADS Edit t
z > Test Perzon TP1@t=st.com (111) 111 1111 3FAZE Edit x

Add Naw User

6. Repeat these steps to add additional users to the CIIS Resource Center.

Once the User is added, they will receive the following email:

CIIS Enrollment Instructions for New User: New User3

You have succassifully added a new user to the CIIS Resource Center. The following notification has been emailed to the
user with instructions for how to enroll

You have been successfully added to the CIIS Resource Center for the following site:
NewTest

1234 Ave . Denver, CO, 80123

BACA

Your user account is pending enroliment. You will need to go to the ClIS Resource Center at hitp//74.118.245 168/
1siiscoPreProd/enrolimentUser.asp to complete the enrollment process.

User Pin for [New User3] - A4DBF
Invited By : Test Lady
Enroliment Instructions:

1. Click the link above in this email to access the User Enrollment page on the ClIS Resource Center
2. Read the information on the pagse
3. Click the Begin User Enrollment button at the bottom of the page.
4. The following information will be asked for during the enrollment process:
o The name, address, and county of the site where you work, as included in this email.
< The User Pin included in this email

If you need assistance, please feel free to contact us.

7. Once the contact receives this email, they have the option to enter their code into the site when
prompted and complete their enrollment. They will then have access to the CIIS Resource Center
portal. This is optional for added providers who do not need access to the portal.

15 August 2018
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Add/ Edit Immunization Providers
1. Click on the Add/Edit Immunization provider’s link within the Users & Contacts widget.

Get Started . Click below to complete taszks to finish setting up your clinic's account
IR
Usage Agreements Help Desk Training Resources

Complete & Submit required forms. Submita Support Tickst View Training Calendar
o A N
Submit New Clinic (LOA) View Ticket Status

O CIIS Administrator Form Reguest CIIS User Account
) 4R
j) 3 (4
Users & Contacts Data Exchange Meaningful Use

Add contacts and users that will need to Create the Data Exchange Profile for this |mmunizaﬁon

have access to this site and the 15, clinic and begin HL7 Message .

+/ Primary Immunization Contact validation. Reporhng

« Technical Contact for Dats Exchangs O Profile is not Complete. Register your Intent to submit ongoing

o 2-Users Added Pre-Testing [HLT N3G Validation) submissions for MU.

Add/Edit Immunization Providers @ Pre-Production Testing = ‘ Download MU Report Card
G View Interface Project

O Ongoing Submissions

16 August 2018
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2. Ta add a new provider, click on the Add Provider button.

Colorado Department of Public Health and Environment

Colorado Public Health Reporting (CoPHR)

Main Immunization Reporting  Cancer Reporting  Meaningful Use

Colorado Immunization Information System (CIIS)

CIIS Resource Center

Manage Users Training Resources. Data Exchange Meaningful Use CIIS Help Desk 1 Test.Lady
Facility Information Electronic Health Record Information My Profile

NewTest Advanced Medical Software Systems LLC Test Laoy

DBA: Site EHR Product: MedScribe Phone: (777) 777 7777

1234 Ave, EHR Version: 1 Email: TYL@test.com

Denver, CO 80123 CEHRT#:

BACA

Phone: (777) 777 7777
Facility Type: Allergy and Asthma
Facility NPI:

Manage Providers

Current Provider List | Add Provider | | Upload Provider List | | Cancel |

Remove |Edit |#| Last Name First Name |MI | Title | Specialty License No | Medicaid No | NPI No | EIN

[rno providers have been added for this location

3. Complete all required fields and click Continue.

NOTE: Please provide one or both of the following: Medicaid or the prescribing provider's National
Provider Identification (NPI).

17 August 2018
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4. To enter multiple new providers at once instead of one-by-one, click on Upload Provider List.

Colorado Department of Public Health and Environment

Colorado Public Health Reporting (CoPHR)

Main Immunization Reporting  Cancer Reporting  Meaningful Use

Colorado Immunization Information System (CIIS)

ClIS Resource Center

1 Test.Lady

Meaningful Use

Manage Users Training Rescurces. CIIS Help Desk

Data Exchang=

Facility Information Electronic Health Record Information My Profile

MewTest Advanced Medical Software Systems LLC Test Lacy

DBA: Site EHR Product: MedScribe Phone: (777) 777 7777
1234 Ave, EHR Version: 1 Email: TYL@test.com
Denver, CO 80123 CEHRTH:

BACA

Phone: (777) 777 7777
Facility Type: Allergy and Asthma
Facility NPI:

Manage Providers

Current Provider List Add Provider || Upload Provider List [ Cancel
Remove | Edit | # | Last Name | First Name | MI | Title Specialty License No | Maedicaid No NPI No EIN
x Edit | 1 Provider MNew D Family Planning 1750669727

5. You can download the provided template, then follow the listed instructions for uploading the list.
6. Once the new providers have been added (either one-by-one or via upload), they will display under
the Current Provider List. From here, providers can be removed or edited.

Manage Providers

Current Provider List Add Provider || Upload Provider List [ Cancel |
Remove | Edit | # | Last Name | First Name | MI | Title Specialty License No | Medicaid No NPI No EIN
“ Edit | 1| Provider New MD | Family Planning (] |

Data Exchange Widget

Instructions for using the Data Exchange widget can be found in a separate document by clicking on the
appropriate HL7 Test Tool link under Guidance Documents on the right tab. You can access the Data
Exchange profile and testing tool by clicking on Data Exchange in the blue header, or on the widget’s icon.
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Colorado Department of Public Health and Environment

Colorado Public Health Reporting (CoPHR)

Main  Immunization Reporting  Syndromic Survelliance Reporting  Electronic Lab Reporting  Meaningful Use

Colorado Immunization Infarmation System (CIIS)

CIIS Resource Center
Manage Users

Facility Information

* Test.Person

Training Resources Data Exchange Meaningful Use ClIS Help Desk

Electronic Health Record Information My Profile

Test Clinic Test Person

DBA: EHR Product Phaone: (000) 000 0000 Exin. O
12345 Road, EHR Version Email: TP2@test.com

Denver, CO 50222 CEHRTE:

DENVER

one: (000) 000 0000 Extn. 0
Facility Type: Hospital

Facility NPI

Get Started . ..

A

Usage Agreements

Complete & submit required forms.

Click below to complete tasks to finish setting up your clinic's account

v

Training Resources
View Training Calendar

Submit New Clinic (LOA)

@ ciis Administrator Form

) §

WOER)

\TQ-R)

Users & Contacts

Add contacts and users that will need to
have acress to this site and the IS,

Data Exchange

Create the Data Exchange Profile for this.
clinic and begin HLT Massage

Meaningful Use
Immunization

Reporting
Register your Intent to submit ongoing
submissions for MU.

validation
@ erofile is not Complete

+/ Primary Immunization Contact

(@ Technical Contact for Data Exchange
o 1-Users Added Pra-Testing [HL7 MSG Validation)
@ Pre-Production Testing

~

S view Interface Project
@ 0nzoing Submissions

‘ Download MU Report Card

Add/Edit Immunization Providers

COLORADO

Department of Public
Health & Environment

Yoo\

Imm General Information - Internal

Additional ClIS Information
CIIS Staff Infarmation
www.coloradoiis.com

Administrator Forms
€IS Adminstrator Change Farm

CIIS Policies
Confidentiality & Opt Out Policy

CIIS Notification Materials
ClIS Notification Paster
Clis FAQ - English
Clls FAQ- h

cis
ClIS FAQ - Vietnamese

Opt-Out Forms
ClIS Opt-0 - English

Rescind Opt-Out Form

ClIS Resting O

Out Form - English

The HL7 Test Tool guidance documents located on the right hand tab of the website under Guidance
Documents, describe how provider staff or an EHR vendor can validate HL7 messages for a practice. This
tool provides instantaneous, detailed error reporting information that is necessary to correct

formatting/content issues without delay.
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Meaningful Use: Immunization Reporting widget

This section describes how to register your intent to submit ongoing submissions, and how to download a

Meaningful Use Report Card.

1. You can access the Meaningful Use profile by clicking on Meaningful Use in the blue header, or on the
widget’s icon. You can also click on direct links within the widget for: Register your Intent to submit

ongoing submissions for MU and Download MU Report Card.
Colorado Department of Public Health and Environment

Colorado Public Health Reporting (CoPHR)

Main  Immunization Reporting  Syndromic Survelliance Reporting  Electronic Lab Reporting  Meaningful Use

Colorada Immunization Information System [CIIS)

CIIS Resource Center

& Test Person

CIIS Help Desk.

Facility Information Electronic Health Record Information My Profile
Test Clinic Test Person

EHR Product Phone: (000} 000 0000 Extn. O
EHR Version Email: TP2 @test.com

nver, CO 80222 CEHRT#:
{000} 000 0000 Extn. O

cility Type: Hospital
Facility NPI

Get Started - Click below to complete tasks to fin
\ -
- J

Help Desk

sub t Ticket

sh setting up your clinic's zccount.

Training Resources

View Training Calendar

Usage Agreements

Complete & submit reguired forms.

Submit New Clinic (LOA]

@ cis administrator Form

2

Users & Contacts Data Exchange Meaningful Use
isers that will need to Create the Data Exchange Profile for this |mmunizaﬁon

5 clinic and begin HL7 Message N
validaton. Reporting

Q) Frofile is not Complete

Pre-Testing {HL7 MSG Validation)

( H-R)

&/ Primary Immunization Contact
(@ Technical Contact for Data Exchangs Register your Intent to submit cngoing
submissions for MU.

- Users Addsd

- ‘ Dewnload MU Report Card
Add/Edit Immunization Providers o

COLORADO
Department of Public
Health & Envirenment

Imm General Informatian - Internal

Guidance Documents
HL7 Te: idusl Site

Administrator Forms
ClIS Adminstrator Change Form

CIIS Policies
Confidentiality & Ogt Out Policy

ClISFAQ - Vietnamese

Opt-Out Forms
cIs o orm - English

Rescind Opt-Out Form

ClIS Rescind Opt-Out Form - English

2. Within the widget, various tabs are available: Meaningful Use Information, Submit HL7 Test Message,

MU: Register Intent, and Messaging & Acknowledgments.

20

August 2018

Navigation — Individual Site



CEE:E COLORADO

= Department of Public
- &
N Health & Environment
@ Meaningful Use @
Meaningful Use Information Submit HL7 Test Message MU: Register Intent Messaging &

Meaningful Use

In order to meet the public health reporting objective for Meaningful Use, a practice or hospital
should:

* Register Intent: After completing a registration in CoPHR, open the CIIS Resource Center and
click on “Register your intent to submit ongoing submissions.” to complete a Registration of
Intent. This registration form documents your intent to submit ongoing public health data to
CDPHE per Meaningful Use requirements.

* For Immunization, validate Messages from Your EHR: Upon the submission of 13 successful
test messages (10 distinct administered messages and 3 distinct historical messages), your
practice will be listed in the CIIS Resource Center as having met the CIIS HL7 messaging
requirements. All 13 test messages must be properly formatted and include valid content in
order to be marked as “Passed” {(messages are valid) in the CIIS Resource Center.

s For ELR, Syndromic, and Cancer Submission procedures vary by program. Click here for more
information.

* Respond to Invitation to Onboard: Wait for an email invitation from CDPHE staff to begin an
HL7 interface project.

* Conduct Testing: The CDPHE team reviews health data sent to the CIIS “test” system. They will
communicate corrections to the EHR vendor or the provider's IT support, and/or the clinical
staff.

* Receive an Acknowledgement: Formal documentation needed for successful Meaningful Use
public health reporting objective attestation.

3. Please refer to the appropriate HL7 Test Tool guidance document for instructions on submitting HL7
test messages. The guidance documents are located under Guidance Documents on the right tab of
the website.
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Colorado Immunization Information System (CIIS) )
CIIS Resource Center Data Bxchange Requirements

; Test.Person

E Manage Users Training Resources Data Exchangs Mezningful Use ClIS Help Desk.

Data Exchange Menu

Facllity Information Electronic Health Record Information My Profile HL7 Implementation Guides
Testclinie TestPersan 018 2.5.1 VXU (Upaste) Guigance
o84 EHR Product Phone: (000) 000 0000 Extn. @ €IS 2.5.1 Q8P {Query] Guidance

12345 Road, EHR Version emall: TR2@testcom 0651 Impleraniaton Guie
Cenver, CO 80222 CEHRTS:

DENVER

Phone: (000} C00 0000 Exin. 0
Facility Type: Hospitsl

Facility NPl N
Guidance & Code Sets

be) Data Exchange @

Meaningful Use Information Submit HL7 Test Massage MU: Register Intent Messaging &

Guidance Documents
HL7 Test Tool - Individual Site
HL7 Test Toal - Groups

Ackngwledgements
HLT Test Tool - EHR Vendor
Creste Support Ticket
HL7 Code Sets
2.5.1HL Code Sets

Immunization - Validation Status CPT Codes Mapped to CvX Codes
Product Names Mapped to CVX and MVX
MSG Type # Valid Msg Required # Valid Passed to Date Status. MWX Code Set
VIXU: Non-Historical: 2 0 Funding Source Code Set
Relztionship Code Set
VXU: Historical: 1 0 Financial Class [VFC) Coge Set
Qsp: 1 0
Helpful Links

Instructions:

1. Generate 2 sample HL7 VXU message from the Electronic Health Record Solution.

2. Click the Upload button and browse for the message file on your computer. [ONLY .17 and .txt fle types are scceptable]
3. The uploaded file will display at the top of the list of the Validation History below.

4. Click Run validation.

ClIS Data Exchange Information
CIIS Interface Information

v Q Meaningful Use Information

5. The Status column will update with ¥ for 3 message that passes or % for a failed message. CIMS EHR Incentive Programs

6. Click View to see detailed validation results for the file CMS Registration & Attestation
CIS Haspital Attestation Guide

. . . . CNS Eligible Professional Attestation Guide
File Validation History S

CORHIC Meaningful Use Information
[ EHR Product/Version FleType | File Name Evaluation Date Status | ViewDetall |

No Records Found. | Contact Information

Registering your intent to submit ongoing submission
1. Click on the Register your intent to submit ongoing submissions link under the Meaningful Use
Immunization Reporting Widget.

’

Meaningful Use
Immunization
Reporting

Register your Intent to submit ongoing

submissions for ML,

‘l Download MU Report Card

+
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2. Complete all fields on the Registration of Intent screen.
a. National Provider Identification (NPI) - enter your NPl number. If unknown, click the link to
search for the appropriate NPl number.
b. Meaningful Use Designation - select whether your site is an Eligible Provider (EP), Eligible
Hospital (EH), or Critical Access Hospital (CAH).
CMS Attestation Program - select the appropriate CMS program (Medicaid, Medicare, or both).
d. Attesting CMS Program Identifiers - enter the programs IDs for the CMS programs identified.
e. Select your Meaningful Use Reporting Period - from the drop down select your reporting period or
you can enter the start date of your specific reporting period.

O
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4% Meaningful Use Immunization to Public Health Attestation

Registration of Intent

Please Provide the following information

National Provider Identification (NP1} |:| Click to search for NP|

Please provide the NF! for the orgonization NOT the prowvider:

Meaningful Use Designation '®! Eligible Provider [EF] - Eligible Hospital |EH)

Plzaze select the designation of your organizotion: ) Critical Access Hospital (CAH)

CMS Attestation Program ) Medicaid

Plegse Select CMS Program: L Medizzrs

Attesting CMS Program Identifiers Medil:aid:l | MEdicare:| |

Please Enter Program 0= for Progroms selected obove.

Select your Meaningful Use Reporting Period * [ v

o L MM |

The start date of your EHR reporting period®

Point of Contact (POC) for Meaningful Use Communications

In the fields below, provide name and contact informs
the Public Health Agency. If thers are multple POCs
sre REQUIRED. Click the Seif chack bax,

n for the person responsible for handling and facili ions with
our organization, click "Add Additional POC" to add additicnal POCs.

ezignated FOC.

Point of Contact I self

Phone Number®: | I I |’| |

Email Address*: | |

Employee Type*: | v

Add Additional POC [+]

Pleaze r=ad the following and then check | 2gres to the terms and conditions a5 s=t forth by the Public Heslth Agency for Mezningful
Use Immunization Reporting Objective. Upon submizsion of your registration a confirmaticon slong with instructions for the next steps
will b2 emailed 1o the zddraszizs) provided for the designated POC|z) 25 providad above. The confirmation and zll ether messz
to the POC will alsc be acoessible for download under the hMezzzging and Acknowledgments section located =t the right of this pa

MU Registration Agreement

kn

wledge that the Colorado Department of Public Health and Emvirenment (COPHE] is the Public Health -
A for the state rado. The PHA is not responsible for interpreting the rules set forth by the
=ntars for Medicare & Madiczid Services (CMS).

v
g to the terms and conditions st forth by the PHA for the Meaningful Uss (MU} Immunization Repeorting
you agree to respond to an invitation to onbosrd and actively engage in the development of an 4

) 1 agree to the terms and conditions as set forth by the Public Health Agency for Meaningful Use Immunization Reporting Objective.

| Szve & Continus | | Cancel

3. Complete all fields under the Point of Contact (POC) for Meaningful Use Communications section.
a. By selecting Self, you are making yourself the MU Contact.
b. If there are multiple POC’s for your organization, click Add Additional POC to enter another POC.
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Point of Contact (POC) for Meaningful Use Communications

Paint of Contact O self

First Name®:
Last Nama®: |
Phone Number*: | | | 1%]
Email Address*: |
Employee Type*: '
Add Agdiional POC []
First Name:
Last Name: |
Phone Number: ‘ |
Ermail Address:

Employee Type: Ad

set forth by the Public Haalth Agancy for Maan

4. Review the MU Registration Agreement and click the box next to | agree to the terms and conditions

as set forth by the Public Health Agency for Meaningful Use Immunization Reporting Objective.
Click Save & Continue.

MU Registration Agreement
| acknowledges that the Colorsdo Departmeant of Public Health and Ervironment [COPHE] is the Public Health s

Agency (PHA) for the state of Colorado. The PHA iz not responsible for interprating the rules sst forth by the
Centars for Medicare & Medicaid Services [CMS).

-
By sgresing to the terms and conditions s=t forth by the PHA for the Meaningful Use (MU} Immunization Reporting
Chjective you agree to respond to an inviation to onbosrd and actively engage inthe development of an s

= agree to the terms and conditions as set forth by the Public Health Agency for Meaningful Use Immunization Reporting Objective.

Szve & Continus | | Cancel

5. A confirmation message is displayed and the contact will be sent an email. Click Continue.
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Successful Meaningful Use Registrationl

/_ . Meaningful Use Registration Complete \

‘four Meeningful Uze for Immunization Reporting he: Desn succaszfully
zubmitted. A confirmation email has been sent to your email account. Your
confirmation can also be downloaded at any time from from this sits under

“ezzages and Acknowledgements.

Click continue to return to the Onboarding page and progress to the next step in
the procsss.

Continus

. /

6. You are directed to the Immunization Registry Reporting Profile for the site. This page includes
information regarding: immunization registry profile, contacts, and EHR information. Complete any
additional information that you would like to have included in your profile.
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.28 Immunization Registry Reporting Profile for: Test Facility @

Immunization Registry Profile

Does this facility currently use or submit data to the 3tate’s Immunizztion Information System (113)?
If you selected "YES", please enter your IS Fadility or ClIS Clinic Code. 115 Fadility,/ClIS Clinic Code:
Does this facility currently partipate in the Vzccine for Children [VFC) Program?

If you selected "YES", plesse enter your WFC Prowvider PIN. WFC Provider PIM:

Enter the estimated Volume of Immunization Records per month:

Selert VXU HLT version being submitted. HLT Version:

Primary Immunization Reporting Contact
Selert from praviously entered contacts:

Add New:

First Name:

Last Name:

|

|
Oifice Phone: | I I H
Emzil Addrasz® |

Technical Contact for Immunization Reporting at the facility

Select from previously entered contacts: Mew Uzer ¥

Add New:

First Nams:

Lazt Nama:

|
|

Office Phone: | I I H
|

Emzil Addrasz*

SELECT EHR

Select Company: | Allseripts v

Dlve: ® g

es @ Ng

Select Product/Version: | Allszriprs ED - £.3 Service Releasz 4

CEHRT#

EHR Contact

Select from previcusly entered contacts: Azhlay Fairlay

Add New:

First Mame:

Last Name:

|

|
Office Phone: | I I H
Emsil Addrass” |

‘ Save | ‘ Cancel ‘

Downloading a Meaningful Use Report Card
1. Click on the Download MU Report Card link under the Meaningful Use Immunization Reporting

27

widget.
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CDPHE
Z

@“ia-lp
Meaningful Use

Immunization
Reporting

R=gister your Intent to submit ongoing
submissions for AL
l. Download MU Report Card

2. The MU Report Card will be displayed and includes the relevant dates and the site’s Meaningful Use
status. This form can be printed by selecting Print Web Form or Print PDF. This can be submitted
during your attestation.
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Immunization Registry Data Submission

Objective

To be in active engegement with a public health agency to submit electronic public heslth dats from CEHRT except where prohibited
=nd in accondance with spplicable law and practice.

Measure

To be in active engzgement with a public health agency to submit immunization data.

Meaningful Use Report

Colorade Immunizotion information System Report Date: 05/18/2018
Health Care Provider: Test Clinic
12345 Roa
Location: LEED ],

Denver CO 80222
Entity Type:

Reporting Period:

Registered Intent Date: Mot Registerad e
Invitation from PHA Date: Mot Invited @
Invitation Response Date: Mo Responss e
Initizal Production Submission: Mot Submitting @

MU Current Status: ©
Provider has not registered their intent to initate ongoing submission

Print Web Form | | Print POF

Modifying My Profile
This section describes how to edit your contact information (Phone #, Secret Question/Answer, Email, and
Employee Type) and change your password.

Editing Your Information
1. Click on My Profile in the upper right corner of the screen.

Wy Profile | Logout

Colorado Department of Public Health and Environment E? COLORADO

Colorado Public Health Reporting (CoPHR)

Main  Immunization Reporting ~ Cancer Reporting  Meaningful Use

Department of Public
Health & Environment

2. The Edit Your Information sub-tab is automatically selected. Change any of the editable fields that
need updating. Click Save.
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‘.x Your Profile

Change Your Password Edit Your Information

©

3. Click the Cancel button to return to the Main screen.

30

Usemame* Password* Phone #
New User e EEEEREERES
Secret Question® Answer* Email
|'\"v'hat is your favorite cartoon charscoer? v | |\"|i:ke'r' Blouse | |‘\.Ie'.\-@tes-__com |
Employee Type Hours Available
|Director v | | |

| Save | | Cancsl |
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Changing Your Password

1. Click on My Profile in the upper right corner of the screen.

Main  Immunization Reporting ~ Cancer Reporting  Meaningful Use

2. Select the Change Your Password sub-tab.

Colorado Department of Public Health and Environment

Colorado Public Health Reporting (CoPHR)

Wy Profile | Logout

CO LORADO
nt of Public
H llhb!‘. wirenment

‘.x Your Profile

\\Ch o

Password*®

Username*
Test .HIE

Your password MUST be § characters in length, include at least 1 letter, 1 number and 1 special character (for example #5% 1@ &)

G

Re-type Password®

‘ Save ‘

Cancel ‘

3. Enter a new password in the Password and Re-type Password fields.

Note: These two values must match.

x Your Profile

Change Your Password Edit Your Information

Password*

Username*
Test HIE

Your password MUST be § characters in length, include at least 1 letter, 1 number and 1 special character (for example #5%!@&).

@

Re-type Password®

‘ Save ‘

Cancel ‘

4. Click Save.

5. Click the Cancel button to return to the Main page screen.
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Questions?

32

CIIS Help Desk

Phone: 303-692-2437 option 2

Toll Free: 1-888-611-9918 option 1
Fax: 303-758-3640

Send us an email:
Cdphe.ciis@state.co.us
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